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Abstract: Maintaining the security of the secret information has been a great challenge. Communication shared
through Internet, draws the attention of third parties, hackers and crackers, which may cause attempts to break and
expose the unusual messages. Steganography is a promising region which is used for secured data transmission over
any public media. In this paper, a text steganography procedure has been planned with the help of techniques: English

based text steganography and word mapping technique applied in the online shopping area using credit card
transaction. This would help the user credentials and the transaction page in a safe and secure way for the users.

Accuracy as a factor, also captured the encryption time measured before and after encrypting the information.
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. INTRODUCTION

Steganography is derived from a finding by Johannes
Trithemus  (1462-1516) entitled  ‘Steganographia’,
meaning ,covered writing®. Steganography is the art and
science of hiding a message within a message without
drawing any suspicion to others so that the message can
only be detected by its intended recipient. Cryptography
and Steganography are ways of secure data transfer over
the Internet. Cryptography scrambles a message to conceal
its contents; steganography conceals the existence of a
message [11].

Steganography can be classified into image, text, audio
and video steganography depending on the cover media
used to embed secret data

Video

The advantage of using steganography is to conceal
information. The transmission of messages is transparent
to any given viewer. Messages can be concealed in
different formats that are undetectable and unreadable to
the human eye. Steganographic technologies are very
important in Internet privacy today. With the use of
steganography and encryption, corporations, governments,
and law enforcement agencies can communicate secretly
[6].

The Basic features of data hiding algorithms are:

. Embedding capacity
Copyright to IJARCCE

DOI 10.17148/IJARCCE.2015.4624

° Invisibility
° Robustness
° Un-detectability [12].

TEXT STEGANOGRAPHY

Text steganography involves anything like changing the
format of an existing text, changing words within a text,
generating random character sequences. Due to deficiency
of redundant information which is present in image, audio
or a video file, text steganography is believed to be the
trickiest technique. In text documents, we can hide
information by introducing changes in the structure of the
document without making a notable change in the
concerned output. Unperceivable changes can be made to
an image or an audio file, but, in text files, even an
additional letter or punctuation can be marked by a casual
reader. Storing text file require less memory and its faster
as well as easier communication makes it preferable to
other types of steganographic methods [7].

Text steganography can be broadly classified into three
types: Format based Random and Statistical generation,
Linguistic methods.
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Format based method

Format-based methods usually modify existing text for
hiding the steganographic text. Insertion of spaces or non-
displayed characters, careful errors tinny throughout the
text and resizing of fonts are some of the many format-
based methods used in text steganography [10].

As we know, many of the techniques been in text
steganography, for implementation of thesis word
mapping technique is introduced to provide two way
secure data which encrypts a secret message using genetic
operator crossover and then embeds the resulting cipher
text, taking two bits at a time, in a cover file by inserting
blank spaces between words of even or odd length using a
certain mapping technique. The embedding positions are
saved in another file and transmitted to the receiver along
with the stego object [11] [5].
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Random and Statistical generation

This avoid comparison with a known plaintext,
steganographers often resort to generating their own cover
texts. Character sequences method hide the information
within character sequences.

Linguistic method

The affluence of electronic documented information
available in the world as well as the exertion of serious
linguistic analysis makes this an interesting medium for
steganographic information hiding [10].

1. RELATED WORKS

The properties of a sentence and the redundant feature
characters used in Indian languages, a secret message is
hidden into an innocent cover file containing Indian texts.
Likewise, the same was implemented for Persia and
Arabic languages. Hindi letters and its diacritics and
numerical code are used in [1] for hiding message into
Hindi text. generating a random sequence of characters or
words, specific information can be hidden in sequence [9]
but it often results in meaningless words or sentence which
can be easily traceable. By altering the features of a text
information is hidden in text [1].

The technique used in this paper is a particular code called
Vedic numerical code used in deciphering Sanskrit text.
For applying the Vedic code to the English alphabet,
frequency of letters in English vocabulary [1] is used as
the basis of assigning numbers to the letters in the English
alphabet. No discrimination is made for assigning coding
number to vowels and consonants as compared to [2].

Each letter in the alphabet is assigned a number in the
range of 0 to 15 based on the frequency of the letters.
Encoding and decoding techniques are applied based on
the few steps involved in deriving the output as a secret
data. Each letter in the secret message is represented by its
ASCII code and obtained ASCII code is expressed in 8 bit
binary number. The 8 bit binary number is then divided
into two 4 bit parts. Each 4 bit part, representing a number
in the range 0 to 15, is then used to choose corresponding
suitable letters. The reverse process is applied for
decoding the information [3] [4].
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EBT technique can be used in any of the areas for secure
purpose. To provide another level of protection in the real
time usage, other technique is also implemented.

. PROPOSED WORK

Data loss, hackers, crackers, insecurity, etc. are mostly
involved in the web based activities (i.e. banking,
shopping, utility payments, etc.). In this paper, safe and
secure communication from sender to receiver is protected
using the text steganography. Online shopping, which is
the vast usage by the customers in today’s world has some
challenges in the security concerns [9].

To avoid the issues, the user credentials of the customers
and the transaction page, i.e. the payment page has been
protected through the text steganography techniques.
Online shopping using the credit card is the briefly
involved data to have the clarity of the information
security. An English based text steganography (EBT)
technique for the encryption and decryption is used in the
shopping environment. The random sentence generator is
implemented using the concept of the mnemonic
generator. To have another level secure protection, the
encrypted data has been done by the word mapping
technique.

Iv. EXPERIMENT RESULTS
Implementation of online shopping using credit cards in a
secured term using text steganography technique resulted
in an efficient way.

This technique is used in the user login credentials for
online shopping application- Sign Up page:

Backend data shown in the signup module after the
technique implemented will be in the meaningful sentence:

Also, this resulted the time frame taken for before and
after encryption technique:

Register Your Account Details:

A —
conne

107



ISSN (Online) 2278-1021
ISSN (Print)  2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

JUEVIOI®EY  \/ol. 4, Issue 6, June 2015

Online shopping- transaction page needed a strong secure
page, while the transaction is done through credit cards.
So, the text steganography techniques is also implemented
in VBV and CVV password to be strong enough defeat for
hackers in the user registration transaction page:

e e e

b bdetren || et e v et ey

REGISTER YOUR VISA CREDIT CARDS:

Techniques implemented in the backend data for both
CVV and VBY passwords:

Time taken for the encryption is also provided for the
accuracy and data consistency.

Y P

e coss: 78 s 20 Milliseconds

Users who use the credit cards for shopping through
internet, can have a stress-free and at ease implementation.

V. CONCLUSION

Today’s world is dependent on Internet for all the bank
transactions, shopping, trading etc. for the ease and
comfort zone. But on the other hand, hackers and crackers
takes an advantage of finding out the loop holes and
defeats the data and information. To avoid such situations,
plain text of security is needed. This can be facilitated
through text steganography techniques. Data integrity and
confidentiality can be in a secured data for all the trends
using credit cards.

In future, these trends and techniques can be implemented
in other cards as well for the transaction and also for all
trends and applications.
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